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1. Internet Connectivity[]

1.1 The bidder shall provide CMGS with a dedicated Internet connectivity service
with a minimum committed bandwidth of no less than 1 Gbps delivered over
fiber-optic infrastructure. The Internet service shall:

e Be fully dedicated and uncontended.

e Provide symmetrical upload and download bandwidth.

e Maintain stable low-latency Internet connectivity optimized for enterprise and
mission-critical applications.

e Maintain low packet loss and jitter levels suitable for real-time services and
cloud connectivity.

e Support continuous 24x7 operations with high availability.

1.2 The bidder shall provide CMGS with an advanced bandwidth monitoring and
analytics platform, either web-based or installable, capable of monitoring and
analyzing Internet utilization in real time. The monitoring platform shall support:

¢ Real-time bandwidth monitoring.

¢ Internet traffic classification and analysis.

e Upload and download utilization statistics.

e Historical bandwidth usage reporting.

e Peak utilization analysis.

e Daily, weekly, and monthly graphical reports.

e Exportable reports and analytics.

e Historical Internet usage graphs for a minimum period of thirty (30) days.
1.3 The bidder shall provide CMGS with one dedicated Class-C public 1Pv4 /24
subnet.

[39]

clholl gada pidgig ais / / s Agylill




2133931 Luld Aolal! ZaLe ¥
Council of Ministers General Secretariat
Staté of Kuwait [ 553 dgo

2. Hardware and Software Requirements[]

2.1 The bidder shall provide, configure, and maintain two enterprise-grade edge
routers operating in high-availability mode.

2.2 The proposed Internet routers shall, at a minimum, support the following
capabilities:

e Minimum of two (2) integrated 10 Gigabit Ethernet SFP+ interfaces.

e Minimum of four (4) integrated 1 Gigabit Ethernet RJ-45 Layer-3 interfaces.

e |Pv4 and IPv6 support.

e Dynamic routing protocols including BGP, OSPF, 1S-IS, and static routing.

e Hardware-accelerated IPsec VPN.

e Media Access Control Security (MACsec).

e High-availability (HA) operation with automatic hardware failover.

e Redundant power supply.

e Secure remote management using SSH, SNMPv3, Syslog, and NTP.

e Sufficient routing and forwarding performance to support a dedicated 1 Gbps

Internet service without bottlenecks or performance degradation.
e All required software licenses for the proposed solution.

2.3 The routers shall support automatic hardware failover to ensure uninterrupted
operation in the event of router or hardware failure.

2.4 The bidder shall be responsible for all configuration, synchronization, testing,
and validation of the high-availability router setup.

2.5 The bidder shall conduct high-availability failover testing and demonstrate
successful automatic transition between the active and standby edge routers
without requiring manual intervention.

2.6 The bidder shall continuously monitor and verify the operational health and
synchronization status of the high-availability edge router configuration.

2.7 The bidder shall provide periodic status reports confirming:
e High-availability operational status.
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e Router synchronization status.

e Failover readiness status.

e Detected faults or abnormal conditions affecting the high-availability
configuration.

e Corrective actions taken where applicable.

2.8 The bidder shall immediately notify CMGS of any fault, failure, or degradation
affecting the standby router or high-availability functionality.

2.9 The bidder shall ensure that all supplied hardware, components, and software
are:
e Brand new and unused.

e Enterprise-grade.

e Original and legally licensed.

e Covered under valid manufacturer warranty.

¢ Running the latest stable and supported software/firmware versions.

2.10 The bidder shall provide all required components necessary for full-service
delivery, including but not limited to:
o SFP/SFP+ transceivers.

e Fiber optic cabling.

e Patch cords.

e Mounting accessories.

e Power cables.

e Any additional required accessories.

2.11 All supplied equipment shall support the proposed service capacity with
sufficient performance headroom and without service degradation under normal
operating conditions.

3. Managed DDoS Protection Services[]

3.1 The bidder shall provide enterprise-grade managed Distributed Denial of
Service (DDoS) protection services for the Internet connectivity service provided to
CMGS.

3.2 The proposed DDoS protection solution shall:
e Operate continuously on a 24x7x365 basis.

[41]
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Provide carrier-grade DDoS mitigation capabilities against volumetric,
protocol-based, and application-layer attacks.

Support automatic detection and mitigation of Denial-of-Service (DoS) and
Distributed Denial-of-Service (DDoS) attacks.

Utilize intelligent traffic analysis and malicious traffic scrubbing based on:

a. Traffic signatures.

b. Reputation analysis.

c. Behavioral analysis.

d. Traffic anomaly detection.

Provide protection against TCP flood attacks, including SYN flood and
fragmented packet attacks.

Provide protection against UDP, ICMP, amplification-based, HTTP, HTTPS,
DNS, and SSL/TLS flood attacks.

Support real-time threat monitoring, analytics, and automated alerting
capabilities.

Provide clean-pipe Internet connectivity through proactive malicious traffic
filtering and mitigation mechanisms.

3.3 The bidder shall provide CMGS with secure access to a web-based monitoring
portal/dashboard capable of:

Viewing detected attacks and mitigation activities.
Monitoring traffic statistics and bandwidth utilization.
Viewing security events and alerts.

Accessing historical reports and analytics.

Reviewing mitigation actions and incident summaries.

3.4 The bidder shall provide comprehensive monthly DDoS protection reports
including:

Summary of detected attacks and security incidents.

Attack types, vectors, and durations.

Traffic volumes and mitigation statistics.

Security alerts and actions taken.

Mitigation effectiveness analysis.

Recommendations for mitigation improvement where applicable.

[42]
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4. Managed Firewall Services

4.1 The bidder shall provide enterprise-grade managed Next-Generation Firewall

(NGFW) services hosted and managed within the bidder's infrastructure as part of

the proposed Internet security solution. The managed firewall service shall include:
e Application-aware traffic control and filtering.

e Secure web filtering capabilities.

e Intrusion Prevention System (IPS) functionality.

e Malware and malicious traffic protection.

e Threat intelligence and security policy enforcement.

e Real-time traffic inspection and monitoring.

e Access control and security policy management capabilities.

4.2 The proposed managed firewall environment shall be logically dedicated to
CMGS and securely segregated from other customer environments within the
bidder's infrastructure.

4.3 The firewall solution shall:
e Support scalability for future expansion in bandwidth, users, services, and
security requirements.
e Support continuous security monitoring and policy management.
e Operate continuously on a 24x7x365 basis.
e Support secure administrative and monitoring access.
4.4 The bidder shall provide CMGS with secure web portal access for:
e Security monitoring and visibility.
e Traffic and security analytics.
e Security event review.
e Reporting and incident visibility.
e Firewall policy monitoring.
4.5 The bidder shall provide comprehensive monthly firewall security reports
including:
e Security incidents and detected threats.
e Blocked attacks and intrusion attempts.

e Traffic and application analysis.
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e Security event summaries.
e Policy enforcement statistics.
e Security recommendations and observations.

5. Service Level Agreements (SLAS)

5.1 The bidder shall guarantee a minimum Internet service availability of no less
than 99.95% on a monthly basis, excluding approved scheduled maintenance
windows.

5.2 The bidder shall provide 24x7x365 technical support and incident response
services.[]

N

5.3 The bidder shall notify CMGS in advance of any planned maintenance activities
that may impact the provided services.
Scheduled maintenance activities shall:

e Be coordinated with CMGS.

e Be performed outside official working hours whenever possible.
e Minimize operational disruption.

5.4 The bidder shall provide a documented escalation matrix including:
e Technical support contacts.

¢ Management escalation contacts.
e Emergency communication channels.
¢ Incident escalation procedures.

5.5 The bidder shall provide incident reports for any critical Internet service
interruption, security incident, failover event, or outage affecting the Internet
connectivity, managed DDoS protection services, or managed firewall services
provided to CMGS. Incident reports shall include:

¢ Incident date and time.

e Duration of the incident.

e Description of the incident.

o Affected services.

e Root cause analysis where applicable.

[44]
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e Actions taken and mitigation measures implemented.
e Service restoration timeline.
e Corrective and preventive actions taken to avoid recurrence.[]

[
[

clhell gada piégig Ais

/

s Ayl




2133981 Lulxd Aolal W3Le
Council of Ministers General Secretariat
State of Kuwait | =953 ddgo

(B et 61391 b Dl AL -2

IR RAPIRR RS

[ L1 | | W - {
(Services)Juaid Sleds- Nl

e (SOMbPS) (e JG5 W he s Tucmaaden SO el Ad gD
(3929 COFN Tradsm 5l (laud ae (i gulall ALY el
g kel ) Cale ddedlg O ptelad! el S (ol ddesal g

(16) e J45 Y(RIP Public Static IP) xuls Gmsle el
ranssasdl Olialailly Sledsell alddsin) ilsasl ae (e
S (e (M) gadin (195259

8 CHF ek
s gl ALY

el Gagle
RIP 1P,

(Hardware Requirementsy 53¢ Oldlaze : oG

LI e dayyll pe s 215l (ROULET) Tgly dusmg5 e 1295
scizy (Gigabit Ethernet) flu ole @gimsy nigcall | sgly sl Slea
N s Bt ssliZD Joadll 3)ud ae nulndll Apa- 0l S 94395 | (Router)
o gilat| e dse!
AWM ee5 (ROBOFiber Gigabit SFP) Oiisg ndgs Tasy Sildsg
Sw9 ((1310NM) 290 Jokas ((Single Mode) g g3 (e indsall | (SFP)2LI¥
(DDM)irsols- pesas (DUl LC) ingarlgag 052 20 (e Sy ¥

N Y O O

[46]
clhell gada piégig Ais /Al

\.




2133981 Lulxd Aolal W3Le
Council of Ministers General Secretariat
State of Kuwait | =953 ddgo

PR ||

FA

(9 e (ypdid Ao )9 i -3

T [ PR

) Sl gl

Internet (Primary)

At least 200 Mbps Speed for internet over Fiber optics
(Primary Link)

Internet (Backup)

At least 8 Mbps Speed for internet over ADSL (Backup Link)
in case the fiber link is down

Public IP

Static Public IP Addresses

Domain Name

Domain Name Registration

DNS Hosting

Facility to Host DNS, MX, admin email, and other related
Records on their Servers

Direct Internet
services for Users
Fiber or DSL or
Mobile solution
5G LTE

At least 50 Mbps Fiber or DSL or Mobile Solution (5G)

Internet Service by User specific. Users will decide the type of
internet connection is required “Fiber, ADSL, or Mobile
Solution (5G with at least 1 TB per month). It should
include a complete solution.

Monitoring

Service Monitoring Alerts through SMS

International
Circuit

Proof of Multiple Uplink of ISP to International Circuit

Complete Solution

The solution must be complete including any installation,
Upgrades, devices, Fiber Optic Cables, Power Cables, rental
devices, routers, Converters, repeaters, External and internal
cabling for all internet connections, etc.

Implementation

The Solution must be implemented in High Availability mode.

QOS

Software Solution for Quality-of-Service Implementation for
Select users /departments.

VIP Contact

Service Provider need to provide VIP Contact details (Direct
telephone number, Fax number, and email address) for
any contract-related queries and support.

Optional Service

clhell aada e1dgig ain

Optional: Special offers for internet services for all employees
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Cisco ISR4221/kg (should have App+SEC+PERF License) along with 3-year
Cisco SNTC 24x7xA4.
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Product Description

Internet Service | 20 Mbps dedicated Internet over 5G connection

5G SIM card (unlimited capacity)

Network: 5G

Wi-Fi Type: WIFI 7, MLO | 4K QAM | 3600Mbps
Antenna: 8*8 MIMO | Super Uplink 3.0
Connectivity Ports:

- One power adapter port.

- One 2.5GE LAN/WAN port (RJ45).

- One GE LAN port (RJ45).

- One phone port (RJ11).

- One SIM card slot (Nano-SIM).
- Two external 5G antenna ports (TS-9).

Internet Router

Static IP Static (non-dynamic) IP Address

Network AR611, 1GE COMBO WAN, 4GE LAN, 1*USB 2.0
Infrastructure Switch 24 Port PoE
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Annual

Product Description Cost
(KWD)

Internet Dedicated 1 Gbps Fiber Internet with
Service managed security services.

Public IP
Services

Dedicated Class-C public IPv4 /24 subnet.

Internet
Routers
Router Cisco Smart Net Total Care (SNTC)
Support 24X7x4
SFP/SFP+ transceivers, fiber optic cabling,
Network patch cords, mounting accessories, power
Components | cables, and all required components
necessary for full-service delivery
Professional | Installation, configuration, integration, and
Services testing.

Cisco Catalyst C8300-1N1S-4T2X.

Total Cost for 15t Year (KWD)

Total Cost for 25t Year (KWD)

Total Cost for 3%t Year (KWD)

Grand Total for 3 Years (KWD)
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Cost (KWD)

Annual Cost
(KWD)
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Description

Product

(Services) Juait Sleds Yol

Ot S Y A8yt it S J0) (it S 0893
Olamis pea (i gmial) LIV el e 50Mbps
Sl Ll dinly (@agmg Ca N Treds- 51l

g a5 b Sledidedlg Ol ol rakiasl

Included

Included

¥(RIP Public Static IP) Hh=ol (oglie ndes
(ol sl nmiliaa s 9= (16) (i JS
T g (39-E039 (rne g Smed] Ciliedarillg Colonkield

VU NE S O3

(Hardware Requirements) s3¢>3 Oldlame : Lol

eyl pedy Bl (Router) Sgly a5 Slea 2s5
(Gigabit Ethernet) et ke (§ gty i guall BLIN
el JoilD 550 s cpuslondil] Ao 5201 O 950659 3 ps g
il ra Sl sy ps

A9 e
>0
(Router)

LM ee 5 (ROBOFiber Gigabit SFP) &g magh
(1310nM) =90 Jskas (Single Mode) ¢ g3 (re iasd gaall
Ly ) «(Dual LC)ga~1839 05220 (e S ¥ (a9
.(DDM,

Jayy Sldag
LI
(SFP)

Total Cost for 15 Year (KWD)

Total Cost for 25t Year (KWD)

Total Cost for 3%t Year (KWD)
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Cost (KWD) (KWD)

Description

Internet
(Primary)

At least 200 Mbps Speed for internet over
Fiber optics (Primary Link)

Internet
(Backup)

At least 8 Mbps Speed for internet over
ADSL (Backup Link) in case the fiber link is
down

Public IP

Static Public IP Addresses

Domain Name

Domain Name Registration

DNS Hosting

Facility to Host DNS, MX, admin email, and
other related Records on their Servers

Direct Internet
services for
Users Fiber or
DSL or Mobile
solution 5G
LTE

At least 50 Mbps Fiber or DSL or Mobile
Solution (5G)

Internet Service by User specific. Users will
decide the type of internet connection is
required “Fiber, ADSL, or Mobile Solution
(5G with at least 1 TB per month). It should
include a complete solution.

Monitoring

Service Monitoring Alerts through SMS

International
Circuit

Proof of Multiple Uplink of ISP to International
Circuit

Complete
Solution

The solution must be complete including any
installation, Upgrades, devices, Fiber Optic
Cables, Power Cables, rental devices, routers,
Converters, repeaters, External and internal
cabling for all internet connections, etc.

Implementation

The Solution must be implemented in High
Availability mode.

QOS

Software Solution for Quality-of-Service
Implementation for Select users
/departments.

VIP Contact

Service Provider need to provide VIP
Contact details (Direct telephone number,
Fax number, and email address) for any
contract-related queries and support.

Optional
Service

Optional: Special offers for internet services
for all employees in the ministry.

Total Cost for 15t Year (KWD)

Total Cost for 25t Year (KWD)

Total Cost for 3%t Year (KWD)

Grand Total for 3 Years (KWD)
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One-Time Annual

Cost Cost Description
(KWD) (KWD)
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Cisco ISR4221/kg (should have App+SEC+PERF
License) along with 3-year Cisco SNTC 24x7x4.

Total Cost for 15t Year (KWD)

Total Cost for 25t Year (KWD)

Total Cost for 3%t Year (KWD)

Grand Total for 3 Years (KWD)
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Product Description

20 Mbps dedicated Internet over 5G
Internet | connection
Service

5G SIM card (unlimited capacity)

Network: 5G

Wi-Fi Type: WIFI 7, MLO | 4K QAM |
3600Mbps

Antenna: 8*8 MIMO | Super Uplink 3.0
Internet Connectivity Ports:

Router - One power adapter port.

- One 2.5GE LAN/WAN port (RJ45).
- One GE LAN port (RJ45).

- One phone port (RJ11).

- One SIM card slot (Nano-SIM).
- Two external 5G antenna ports (TS-9).

Static IP | Static (non-dynamic) IP Address

Network AR611, 1GE COMBO WAN, 4GE LAN,
Infrastructure | 1*USB 2.0 Switch 24 Port PoE

Total Cost for 15t Year (KWD)

Total Cost for 25t Year (KWD)

Total Cost for 3%t Year (KWD)

Grand Total for 3 Years (KWD)
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