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Acceptable 2 Hours

Marginal 3 Hours
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Incidents are prioritized from Priority 1 to Priority 4, each priorityfis defin& below:

e Priority 1 (P1) - Interruption making a critical functionality inaccessible or a complete interruption

causing a severe impact on services availability.

e Priority 2 (P2) - Critical functionality or access interrupted, degraded or unusable, having a severe

impact on services availability.

e Priority 3 (P3) - non-critical function or procedure, unusable or hard to use.

e Priority 4 (P4) - Application or personal procedure unusable, where a workaround is available.

Incident Response Time
P1 Incident Response <= 15 Minutes
P2 IncidenthResponse <= 60 Minutes
P3 Incident Resp&: <= 90 Minutes

P4 In€ident'Response

<= 120 Minutes
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CMGS requires to purchase LogRhythm appliance with the needed licenses and the required maintenance and

technical support according to following technical specification:
v

Section 1: SEIM Licenses and Support:

«
e The bidders shall test the high availability between LogRhythm appliances.

e The bidder shall provide periodic maintenance including repairing, preventive,
predictive maintenance quarterly.

«
The Bidders should provide the following minimum requirements:
No. description Type Qty.
Renewal efdfiogRhythm Licenses support and .
1 Maintenance LS

maintehancefor one year

2 | Local partnergpport for one year Maintenance LS

Note: The LogRhythm appliance warranty (software & hardware) for 1 year.

Section 2: Professional SOC and SIEM Services
e The bidder shall upgrade and enhance the SIEM solution deployment through
enhancing configurations and development of new use cases.

e The bidder shall onboard new assets to the SIEM solution and configure the
SIEM solution to parse and correlate logs from different sources.

[40]
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e The bidder shall finetune existing use case and develop customized new use
cases.

e The bidder shall integrate external I0OCs feeds with the SIEM solution.

e The bidder shall provide monthly SOC monitoring reports.

e The bidder shall manage SIEM solution in terms of access management,
system health monitoring, configuration management, loggmanagement and
change management.

\
No. Description Type Qty.
Professional Services from LogRhythm vendor (1 .
1 Maintefance 5 days
Year) Q

LogRhythm Health Check Service

CMGS required review the LogRhythm system by Professional Services Consultant to check its operation for
overall health and functionality, configuration, capacity, and performance. CMGS required to receive a
Findings and Recommendations report that includes a comprehensive description of the health of the system,
and recommendations for tuning and addressing any issues identified in the CMGS environment.

LogRhythm Tune-Up Service

CMGS required conduct the system maintenance and tuning suggested during the Health Check Service, or
routine maintenance by request.

LogRhythm Upgrade Services

CMGS required upgrade major and minor software includes an overview of key features, improvements, and
suggestions for new uses of LogRhythm in the environment.

Device Support Service

CMGS required to provide the capability to fully normalize log messages from any logging device such as
application or non-standard device via a supported collection method. CMGS shall have the same level of
analysis, reporting, and alerting capabilities as commercially supported devices.

Section 3: Onsite Security Specialist Resources

No. Onsite Security Specialist Engineer Qty.
1 Resident SOC Analyst (L2) for one year 1
[41]
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The bidder should provide one SOC Analyst Level 2 for cyber monitoring and incident handling to be based in
CMGS during working hours. The analyst shall be responsible for the management of LogRhythm and perform
the following tasks:

e Review alerts and cases generated by the SIEM solution and conduct the required analysis.

e Raise incidents from the SIEM solution.

e Conduct incident handling on daily basis

e (Create, Monitor and analysis the dashboards of LogRhythm console.

o Generate LogRhythm reports.

e Train CMGS team and transfer technical experience. \
H
Bidder should provide candidates with the following qualification:[]
H
Education
Bachelor’s degree in one of the following: \
e Computer Engineering
e Electronics Engineering
e Computer Science
e Management Information Systems MIS‘
Certificates
e Certified LogRhythm platform administrator (LRPA).
e Certified LogRhythm security analyst (LRSA).
e Certified Ethical Hacker (CEH).
Experience and Technical Skills
e  MinimuawSiyears of experience in cyber security.
e  Minimum 2 years in LogRhythm platform administrator (LRPA).
e Minimum 2 years of experience in LogRhythm security analyst (LRSA).
e Mifhimum2 years of experience in LogRhythm support Engineers (LRSE).
e Experiehce in Network, Security and Wireless devices and software.
e Experience in Windows Server.
[42]
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No.

Description

Type

Qty.

Unit price (per

year)
LogRhythm Licenses, Maintenance and Support
Renewal of LogRhythm Licenses | 4
1 . Maintenance LS
support and maintenance for one year
2 | Local partner support for one year Maintenance LS
3 Professional Services from Maintenance 5 davs
LogRhythm vendor for 1 years. Y
4 | Resident SOC Apalyst (L2) for 1 years | Manpower 1
Grand Total Price
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