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(1) Secure configuration review.

Ensure systems, applications, and devices are configured according to security best practices
and compliance standards.

Review OS, database, and application configurations against benchmarks (ewg., CIS, NIST).
Validate password policies, account lockout settings, and privilege assignments.

Check for unnecessary services, ports, and protocols. \

Verify logging and auditing settings.

(2) Source code review (2 application): \
Identify security vulnerabilities in-application source,code beforeddeployment.

Detect signs of compromise or malicious,activityawithin the environment.

N\

Assess the security of wireless/networks and 1dentify vulnerabilities.

(3) Cyber compromise assessment.

(4) Wireless Penetration Testing.
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1. 1SO 270001:2022 Lead Implementer (ISMS implementer)
2. 1S0O 22301:2012 Lead Implementer (BCM)
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3. Business Continuity Plan

4. Review ISO 22301 compliance
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CISP: Certified Information Systems Security Professional
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Sy Gabmeld| Joa

dde
Price
Price for Price for | Price for 3 Syl .
No. Service Description for Sl das
P Year 1 Year 3 Years 3 D> b
Year 2
Ol giw
Renewal of certified auditors for CMGS Ldls B30
1 for (IRCA) certifications: 4 auditors for 3 3 e 3 5]
years. Olgiw 3 8
2 ISMS Management
21 Participate and provide support in X Ldls 850
) external audit il gow 3 Bka)
dga S1PY-K)
2.2 | Information security assessment 12 y:w ?J C . e
‘ ub./..w 3 Ba)
2.3 | Review and update security controls 12 Dgiw 2y Olads e
and processes Olgiw 3 Bkl
L Sladd
24 Controls implementation support W\ 12 e . e
Olgiw 3 Bkl
2.5 VO[T
Conduct 1S0:27001 internal audit 3 : _JA
Olgiw 3 Bkl
3 Support in achieving ISO 22301 certification for CMGS (Business Continuity Certificate)
dgi Sladd
3.1 | BCMS implementation support (Y1) 1\ — 8 %gik;m g
Participate and provide supportin Ladls B30
3.2 external audit 3 “3l o SN
Olgiw 38
Ll 840
3.3 | 1SO 22301 internal aldit 3 . o
g_)‘}«.w 3 Ba)
4 | Technical Security Activities
Ll 840
4.1 | Secure configuration review 3 . <
C)‘y.w 3 Bt
Ll 840
4.2 | Cyber compromise assessment 3 . N
C)‘y.w 3 Bt
43 Source code review — 2 application 3 diud Byo
) per year Ol g 3 Bka)
Dl B0
4.4 | Wireless penetration testing 3 . N
C)‘w 3 Ba)
5 Security Secondment Services
51 | exometin ey prfelora | el e
: Ol giw 3 Bl
employee) months S annl
Grand Total
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