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1. Introduction
Government Performance Follow-up Agency (GPF) invites qualified lecal ISPs with proven
expertise in delivering secure and reliable internet services to participate“in this RFP. The
objective is to strengthen and secure GPF’s network infrastructure dy providing high-
availability Internet, WAN (datalink), and E1 services across its Maingand DR site, and other
related sites. GPF’s existing infrastructure primarily consists 0f Cisco network devices;
therefore, the proposed hardware and solutions must joe fully @@mpatible with the existing
infrastructure and systems.
The required services include Internet, E1, and WAN (datalink) connectivity for data, voice, and
video traffic, with high availability, redundancy, scala%lity, and robust performance. The
project scope covers multiple ISP connections/ seamless failover, redundancy, advanced
monitoring, and 24/7 technical support. The, selected ISP(s) will be responsible for delivering
services that include but are not limiteeto, the provisioning of First and Second ISP links, last-
mile connectivity, bandwidth management, &hd 24/7 technical support.
The winning bidder will be theFirst ISP shall remain designated solely as the First service
provider and cannot serve as_the Second ISP under any circumstances. This ensures a clear
separation of roles and_responsibilities to‘maintain redundancy and service reliability.

GPF’s Current Internety, WAN (datalink), and E1 services:

e Primary InternetyService with bandwidth of 200Mbps (Symmetric) at Seif Palace Dedicated
Fiber Optic Pairs from TEC exchange.

« Backuplaternet Service with bandwidth of 200Mbps (Symmetric) at Seif palace Dedicated
Fiber @ptic Pairs from TEC exchange.

e Primary Internet Service with bandwidth of 200Mbps (Symmetric) at Twin Towers over
dedicated fiber optic from SKB exchange

e Primary 10G WAN Data Link with bandwidth between Seif Palace and Twin Towers via
TEC Exchange over dedicated Fiber Optic Pairs.

e Secondly, 10G WAN Data Link with bandwidth between Seif Palace and Twin Towers via
SKB Exchanges over dedicated Fiber Optic Pairs.

e Carrying One ISDN from MOC Switch along with 1000 DID’s via TEC Exchange In Seif
Palace.

[37]
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2. Bidder Quialification Requirements

ISP Authorization: The Bidder must be an authorized Internet Service Provider (ISP) by
the Ministry of Communications (MOC) and MUST provide clearance from the
Communication and Information Technology Regulatory Authoritys(CITRA). provide the
services requested in this RFP and must be a main terrestrial internet Service Provider (ISP).
Sub-Service providers or Sub-ISPs who has agreements with ISPs in Kwait are not eligible
to participate in this project. Proof should be attached

The Bidder should be known in Kuwait market in the field ofh[ernet & WAN Services for
at least 5 years and registered with central agency'for information technology as Wired
Service Provider. Proof should be attached \

The Bidder must be a registered Service Provider approved by Kuwait Ministry of
Communication (MOC) /CITRA forat least\5 years Proof should be attached

The Bidder must have five different routes to Tier-1 providers through different routes
outside of Kuwait Proof should bg attached

The Bidder should denQnstrate at least five (5) sites of comparable or larger projects where
he is perfopming'similar services proof should be attached
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3. Scope of Services

3.1 Part 1 - First ISP Responsibilities

The First ISP will:

Provide and manage services at Seif Palace and Twin Tower via Tec & SKB Exchange,
including:

o Internet service in Seif Palace (existing service) N\
o Internet service in Twin Tower (existing service)

o E1 Service (existing service)

o Primary and Secondary Data link servicgibetween Twin Tower and Seif Palace
(from TEC and SKB Exchange) (existingservice)

o 35x 5G SIM Cards with Standalene routers with 1TB monthly consumption

) 3

3.2 Part 2 - Second ISP Responsikiities

The Second ISP will:

Provide servicesiat Serf Palace and Twin Tower via SKB & Tec Exchange, including:

N\

o Internet'service in Seif Palace (new service)

o ginternet service in Twin Tower (new service)
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Additional Obligations for the Winning Bidder for the First Part

These conditions apply only if the winning bidder of the First Part will contract with another
provider (the Second Part) for delivering Internet services.

o The winning bid of part 1 is responsible to coordinate with other ISP to make the existing
internet service works with the new internet service.

o Ensure readiness for failover and maintain service quality standards:

o Provide timely support and troubleshooting upon request from the Winn'Qg bidder (First
ISP).

o The winning bid of part 1 (First ISP) will be the act as.the sin* point of contact for the
entire project and bear overall responsibility for servicescontinuity.

o Coordinate with the Second ISP provider during failow{ or service degradation.
o Monitor service availability and performance acress both I1SPs.

o Maintain responsibility for the entire project, including the Second ISP, in case of any
service disruption (including failures, relatedito the Second ISP).

o Ensure smooth failback oncesthe Primary service is restored.
o The Second ISP must cooperate fully under the First ISP’s coordination

o In case if first part €ontracts with another independent provider to execute the second part.

Second ISP EvaluatiomCriteria

o GPF will gonduct'a one-week failover test (free of charge) to evaluate the performance of
the Seeond Internet Service (ISP) prior to granting final acceptance. If the service provided
by the Second ISP is deemed unsatisfactory, the winner Bidder shall be required to
immediately replace the Second ISP. Final acceptance will not be issued until GPF confirms
satisfaction with the performance of the Second Internet Service.

o Compliance with technical, hardware, and software requirements.

o Quality and reliability of service.

[40]
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Failover Mechanism

Any failover event must be automatically detected and reported by the First ISP.
The First ISP will initiate, manage, and track the failover process.

The Second ISP must guarantee capacity and readiness to handle the full internet traffic
during failover.

Managed Second ISP Bandwidth in Case of First ISP Failure

In case of a complete failure of the First ISP, the Second ISP is required to take immediate
action upon notification by First ISP or GPF to ensure the continuity of operations.

N\

4. General Terms and Conditions Covering BathRarts:

1.

The Bidder must have technical staff specialized/and qmlified and process relevant
experience in the required field in maintaining the overall offered system. Proof should be
attached.

The Bidder shall provide GPF with ‘comfigghensive, real-time monitoring of all services
offered 24/7.

The bidder must provide laternet link and Data link by establishing a dedicated optical fiber
pair for each servicglat GPE premises. It's the bidder responsibility to deliver, install,
configure and rumitests for all required equipment and software.

The Bidder should provide a full guarantee and warranty of three years on all products and
Services.

The cantract will be valid for three years and it could be renewed if required without any
additionalyeost of the contract value.

Bidder should provide high quality connections to the Internet Backbone for the 24x7
connection services and support and must monitor the GPF Internet link.

The bandwidth shall be fully available and dedicated to GPF at all times, with any
planned/unplanned interruption or degradation prearranged and promptly reported to the
designated GPF representative.

41]
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Proposal should include a detailed project plan under PMI standards and GPF templates
specifying the installations service, equipment used. With timelines that identify critical
needs, define responsibilities, establish project control and manage schedules.

The Bidder should notify GPF in the event of any service downtime and ensure that the
designated contact person is informed through email, phone, or any other suggested
solution.

The Bidder should have 24X7 support for Internet Services.
Any cut off FOC, bidder will be responsible to follow up with MOE anchesolve the issue.

The Bidder must assign a Project Manager who has casried outﬁimilar projects under PMI
Standards, and he will be followed by GPF Project Managers Proof should be attached

Bidder must present to the GPF with monthly repoxts @ut the quality of connection and
bandwidth usage services.

The Bidder must provide a comprehensive design diagram showing all items listed in the
financial proposal along with the teehnical specifications of each element.

The Bidder must submit all relevantitechnical information including configuration
information, passwords, connection/diagrams, protocols, connection types to be used,
manuals & literature, and/service calldist after 15 days of normal service operations.

Failure to fulfill the,segvice requirements as agreed will result in the immediate termination
of the contraetswithoutany legal and financial obligation from GPF to the Bidder.

Bidder should provide GPF with all rights and facilities to audit all proposed services to
verify quality, security and stability.

The contragt with the bidder will be for a period of three years in which the Bidder will
provide comprehensive support 24x7x365 as need be to achieve SLA requirements.

Bidder must provide the latest versions of switches and routers or any related hardware that
is compatible with the speed needed.

The Bidder shall terminate the fiber cable directly on the First routers for Internet and data
links. The use of converters is not accepted.

42]

clhell gada piégig Ais /Al




2153931 Luld Aolal! ZaLe ¥
Council of Ministers General Secretariat
Staté of Kuwait | 550 dg>

\.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

The routers, switches and all required equipment's, cables, splitters, accessories etc. should
be provided from the bidder to complete installation with no additional cost.

The bidder is responsible for providing any requirements Interface Cards, SFPs, Fiber Patch
Cords, piping, or any requirement to interface with GPF locations.

The Bidder should maintain and pay rent on all necessary cables, ducts, cabinets and any
other requirements or accessories needed for the proper functioning @f the services.

The Bidder should be responsible for providing optical fiber cables andihall bear the cost
for any needed sites survey, civil works if required.

The Bidder should provide all necessary Internet secusity as pe&Kuwait laws and should co-
operate with GPF to provide solutions to block attacks@nd ether forms of intrusions from
the internet.

The Bidder should provide the necessary high-end‘hardware, software and technical support
to deliver the service. All equipment is dedicated'to GPF.

The Bidder must provide complete maintenance of all links as well as all provided
equipment’s for the contractual period:

GPF will be provided with a.draft Service Level Agreement during for Internet and WAN
services with a minimum0f 99.9% availability per month on all links. Escalation procedures
should be provided byathedBidder.

The Bidder.sheuld prome tools for monitoring the links performance and to provide
detailed reports including availability, utilization and response time of all links

Bidder shall provide GPF staff with access to ISP monitoring tools such as MRTG / PRTG
and other selected tools available to monitor bandwidth usage.

The bidder is responsible for providing all the required subscriptions and licenses to make
sure that the required services are up and running, failure to do so will result in
disqualification.

The bidder must not bid / supply any equipment that is likely to be declared end of sale
within three years from the date of submission to the proposal.
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33.

34.

35.

36.

The location of all hardware and software shall be determined by the GPF IT staff.

The bidder’s proposal must be well prepared and presented. The quality and completeness of
the offer will merit initial recommendation for the Bidder and will be an important element
in the evaluation process.

The bidder proposal should be prepared according to the requirements specified in this RFP
and should consist of the following two parts:

a. Technical Proposal \
b. Financial Proposal

Bidder should fill in the itemized price table attached N\

N\

Additional General Conditions for the First Part:

1.

The Bidder should provide highly gedundant solutions for WAN services; WAN links
should be terminated directly without awnedia converters using dedicated routers.

Bidder should provide primary and backup links for WAN service in active- Active
redundant mode.

The Bidder should have/24X7 support for Internet, WAN links and E1 Services.

The Biddergshalhiake fml handover from the current service provider upon signing the
contract, including all service details and network diagrams, in the presence of GPF IT staff
and with their fopmal approval. In the event of any missing information, the Bidder shall
coordinate diregtly with the (MOC) to obtain the required details on behalf of GPF.

The biddermust provide Internet link and Data link by establishing a dedicated optical fiber
pair for each service at GPF premises. It's the bidder responsibility to deliver, install,
configure and run tests for all required equipment and software.
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6. Technical Requirements (for both parts)

Internet Service:

— Fiber Cable Installation (Last Mile)

— GPF will provide the last mile fiber cables from MOC TEC and SKB Exchange to Seif Palace
and Twin Tower communications rooms.

— Bidder will be responsible for any internal termination within the commun@tions room
6.1.1 Seif Palace (Headquarter Site)

« Dual Internet Links via different ISP Providers to ensure redun&ncy and uninterrupted
service.

\
e Internet Link: Provide dedicated Internet bandwidth”200 Mbps full duplex Internet
Bandwidth via Fiber from TEC Exchange, with'99.9% uptime, without degradation of
service “Existing Service”

e Internet Link: Provide dedicated Intern@bandwidth 200 Mbps full duplex Internet
bandwidth via Fiber from SKB"Exchange, with 99.9% uptime, without degradation of
service. “New Service”

« Both Internet links ‘'must/be integrated into the GPF Firewall to provide:
* Real-time andhhistorical bandwidth utilization monitoring.
* Link healthymetrics (packet loss, latency, jitter, uptime).

« Both connections/imust be provided with over dedicated Fiber Optic Cables (FOC)
terminated at Seif Palace.

6.1.2 Twin Tower(DR Site)

o Dual Internet Links via different ISP Providers to ensure redundancy and uninterrupted
service.

o Internet Link: Provide dedicated Internet Bandwidth 200 Mbps full duplex Internet
Bandwidth via Fiber from TEC Exchange, with 99.9% uptime, without degradation of
service. “New Service”

45]
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o Internet Link: Provide dedicated Internet bandwidth 200 Mbps full duplex Internet
bandwidth via Fiber from SKB Exchange, with 99.9% uptime, without degradation of
service. “Existing Service”

o Both Internet links must be integrated into the GPF Firewall to provide:
* Real-time and historical bandwidth utilization monitoring.
* Link health metrics (packet loss, latency, jitter, uptime).

« Both connections must be provided with over dedicated Fiber Optic Cables (FOC)
terminated at Twin Tower. \

6.2 Managed DDOS Service

o The Bidder should provide best practices defensé agairk Mitigation for volumetric
attacks such as and not limited to DDOS (volume based/Protocol based/Application
Layer) attacks, UDP Flood, SYN Floodg!CMBy(RIng) Flood &Ping of Death attacks for
GPF Internet Services for contractual perigg

6.3 DNS Services

o Bidder provider should be responsible%r GPF DNS registration for the Contract actual
Period.

6.4 Disaster Recovery

o For disaster recovery, the bidder shall host in their premises a secondary DNS record for
GPF in theirbidder’s DNS server for all GPF domains.

o If Internet, connection goes down from ISP end, the bidder shall immediately provide an
alternative temporary method of connectivity and preserve the same bandwidth for both
uplink“and dewnlink in the temporary link. The bidder shall provide the temporary
link/connection immediately even if GPF did not report the service outage for an overall
maintains service availability 24/7.

o The bidder should consider the SLA regarding every service provided to GPF.

clhell gada piégig Ais /] A




2153931 Luld Aolal! ZaLe ¥
Council of Ministers General Secretariat
Staté of Kuwait | 550 dg>

6.5 Monitoring Software:

o Bidder should provide Internet and Data Links/Network Performance Monitoring at GPF
along with 3 Years Support & maintenance with unlimited no. of devices for Links
Monitoring. All the Software Licenses/subscriptions must have 3 Years Validation from the
Vendor along with all the required Updates, Support & Maintenance.

o Link Performance Monitor should enable to schedule network scams from an easy-to-use,
web-based discovery wizard; identifying new network devices and ensuring monitoring of all
Internet & critical equipment. \

o The Monitoring Software should be capable to provide reportséon the exact bandwidths
utilized per Hour, Day, Week, Month and year. Reports/ candde wividually printed per site.

o Network Performance Monitor along with Traffic Analyzer must enable to quickly configure
alerts for correlated events, sustained conditions, ane.eOmplex combinations of device states.
Topology and dependency-based alert suppression enable to intelligently escalate alerts for
issues that are truly critical.

6.1 Technical Requirements (for First part) \

6.1.1 Data Services

o Primary Data Link Service
»

i. The bidder'should provide Data Link between GPF Seif Palace and Twin Towers over a
dedicated pair of fiber from Tec Exchange with 10Gbps Bandwidth Capacity.

ii. A dedicated Fiber Optic Cable (FOC) for data only will be offered by GPF and will be
terminated directly in the communications room at the premises of GPF in Seif Palace and
Twin Tower.

o Secondary Data Link Service

i. The bidder should provide Secondary Data Link between GPF Seif Palace and Twin
Towers over dedicated pair fiber from SKB Exchange with 10Gbps Bandwidth Capacity.

[47]
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ii. A dedicated Fiber Optic Cable (FOC) for data only will be offered by GPF and will be
terminated directly in the communications room at the premises of GPF in Seif Palace and
Twin Tower.

6.1.2 ISDN Services:

o Bidder must Carry 1 X ISDN from MOC ISDN Switch along with DID's till GPF IP PBX
via Dedicated Single Mode Fiber Optic Cable from TEC Exchange.

o Bidder will be responsible to bear any renewal or any other related feeswith MOC's.

o Bidder should provide Multi-Service Aggregation Switch to gamry the ISDN's from TEC
MOC Exchange and capable of handling 8E1's should be mo@lar Switch with Redundant
Power Supplies.

6.1.3 Carrying ISDN E1: \
o Bidder must Carry GPF ISDN PRI (E1) Services 30 Channels along with 1000 DID’s.
o Bidder will carry the ISDN PRI Service over Fiber Optic Medium.

o Bidder should provide Multi=Serviee Aggregation Switch to carry the ISDN's from MOC
Exchange and capable of handling 8XE1l's should be modular Switch/Muxes with
Redundant Power Supply.

6.1.4 5G/ 5G Advance Internet'Service:

o The bidderhotuldyprovide 5G/5G Advanced subscriptions from local Mobile operators with
sufficient countrywide coverage and speed.

o The bidder should provide 35x 5G/5G advanced SIM cards with standalone routers with
monthly BB consumption, routers should be replaced yearly with the latest versions if
available without any additional cost.

o The bidder shall be responsible for replacing and upgrading all the SIM cards with 5G
standalone routers, at no additional cost, whenever the current mobile network standard is
upgraded to a higher generation. The upgraded hardware must fully meet the new standard
and ensure compatibility with existing services.
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7. Hardware Requirements

— The bidder shall be committed to providing the required number of devices necessary to operate
the service.

— The proposed hardware must handle the required bandwidth
7.1 Leased Internet Routers

o The bidder shall provide the latest router model capable of supporting the required
bandwidth (200Mbps). The bidder shall also be responsible forithe supply, installation,
configuration, and maintenance of the router, ensuring it is updatéd with the latest software
and security features. The solution shall be offered#®n _aflease basis and must include all
necessary components (cards, modules, security licenses, SEPS, and any additional required
hardware) with redundant power supplies t@ guarantethe delivery of 1 Gbps service.

o Minimum Quantity: 4 Routers
e Minimum Specification:

e Latest routers series, support.Advance s&urity features including Next-Generation Firewall
(NGFW) with Application “Awareness, IPS/IDS, Advanced Malware Protection, URL
filtering, Secure Internet Gateway/(SIG) (Secure Access Service Edge [SASE]) and must
include the requiredgsecurity licenses.

o SFP modules shall be @vided for each router in accordance with the required services.

o Total Caré™technical support 24X7X4 for contractual period. (Proof must be submitted
after signing the gontract)

o Supparts$SNMP Protocols & IP SLA features.

o Should hawe four built-in Ethernet WAN ports (Two Ethernet ports are Small Form-
Factor Pluggable (SFP) and two are RJ45 ports.

o Routers must be configured with the license that supports advanced routing protocols
(OSPF, BGP, EIGRP, IS-1S), More advanced threat detection (e.g. anomaly detection,
encrypted traffic analytics (ETA)), integrated policies, mitigation tools advanced
provisioning, overlay of automations, more robust workflows with the same Internet
service bandwidth 200 Mbps as required in RFP. (Both for Primary & Backup Links)
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7.2 Leased Switches

WAN (datalink service) Switches:
o The proposed Switches should have 4 X 10G Optical Ports along with 24 X GE Ports.
o Minimum Quantity: 4 switches
e Minimum Specification:
o Enterprise-grade Layer 3 managed switch.
o Minimum 24x 1GE RJ-45 ports. S
o Support for link aggregation (LACP) and redundant paths.

o Security features: 802.1X authentication, ACLs, port security, MAC filtering, DHCP
snooping, ARP inspection.

o Minimum switching capacity: 96 Gbps or higher.
o Minimum forwarding rate: 72 Mpps®r higher.
o Switch must be modular and provide%vith Dual Power Supplies.

o Total Care™ technical Support24X7X4 for contractual period. (Proof must be
submitted after signing the contract)

LAN (internet service) Switches:
e Minimum Quantity: 2 sv@ches
e Minimum Specification:
o Enterprise-grade Layer 3 managed switch.
o Minimum 24x 1GE RJ-45 ports.
o Minimum switching capacity: 56 Gbps or higher.
o Minimum forwarding rate: 41 Mpps or higher.
o Switches must be modular and provided with Dual Power Supplies.

o Total Care™ technical support24X7X4 for contractual period. (Proof must be
submitted after signing the contract)
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7.3 Hardware & software/license Terms:

o All hardware and software supplied by Bidder shall be of the latest release and version. The
Bidder shall be responsible for maintaining and replacing all devices and applications
throughout the contract period, and such resources shall be dedicated exclusively to GPF.

o All required hardware equipment’s will be provided on lease basis‘duking the contract
period with full warranty and replacement. \

o The Service provider is responsible on monitoring the devicesiand informing the GPF for
any hardware malfunction. \

o All hardware should not be refurbished /used.

o All Hardware should have Total Care™ technical su&ort 24X7X4 for contractual period.
(Proof must be submitted after signing the contract)

o The bidder shall provide any necessary modules and SFPs required for service on their end
and ensure compatibility with those onffhe GPF side

o GPF IT engineers should have full access to all installed devices and provide them with the
username and password.

o All Hardware devices s@uld support SNMP Protocol.
o All Hardware devices must be compatible with GPF environment.
o The bidder, is responsible for any required UTP Cabling, Cabinets, Civil Work and Piping.

o The bidder shall immediately notify GPF of any required hardware modifications due to
failures, incorrect designs, or other reasons. This notification must include the details of the
modification, the potential impact, and the steps to be taken to implement the changes.
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8. Maintenance, Warranty & Support Services:

o The Bidder should provide support services and corrective maintenance to ensure that all
services provided are available 24/7. In addition, the Bidder shall repair/replace any defective
or not functional mechanical, electrical and electronic components of the provided equipment
at no extra cost.

o Any add on software tools required for supporting these services shall'be provided by Bidder
at no extra cost. Labor for moving equipment shall be provided by the bi{der in its entirety.

o The Bidder shall perform but not limited to the following:
— Internet, Data Links, E1 Service for GPF \

— Take full responsibility to maintain and suppaort the q@ty of the links starting from GPF’s
border routers all the way to the ISP’s end.

— Monitor the Internet, data links, and EX 24/7 and take immediate action in case of
degradation of the services. Provide all peeessary tools and software to measure the
bandwidth utilization, total allocatedig@pdwidth and packet response time from GPF end.

— Provide required maintenance tools; ¢iagnostic equipment and software, parts, and effect-
engineering changes, ingluding saféty changes, for the equipment, as well as document
performed maintenance services.

— Maintain the equipmerhn such a manner as to keep user service interruptions to a
minimum; and keep it in good operating condition, replacing or repairing components as
necessary.

— The Bidder shall perform preventive maintenance for the whole services quarterly and send
full reportto GPF.

— Perform problem isolation and equipment diagnostics. The Bidder shall do all necessary
monitoring for this purpose.

— perform failover testing on a quarterly basis to verify link availability and performance.

— Present detailed fault reports within 4 hours after resolving a problem.
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— Provide Monthly Report that describes the whole details of provided services. Report shall
have, but not be limited to, the following details:

Status of all provided services (Internet services for GPF and all data links).

(@]

Internet Bandwidth utilization.

(©]

O

Percentage of Service Availability.

O

Attach detailed report for any problem occurring during the month specifying the
date, cause, downtime, and resolved process. N

Provide a helpdesk system working 24/7 to register calls immegately in case of any
problems related to the Internet services for GPF and Data Links:

The Bidder Helpdesk system shall be accessedVia.a d@cated hotline number available
24/7.

For any other hardware installed within the contract, the warranty should be covered for the
whole duration of the contract.

Any hardware that will be end of‘support during period of the contract, must be replaced at
no extra cost.

The bidder shall\wapdate/apgrade the hardware software, and all services provided
components in case to fulfill the GPF requirements with no additional cost.

On-Site SupportyAvailability of on-site support for troubleshooting and maintenance, with
qualified technicians dispatched within an hour and must be approved by GPF.

Planned Downtime Notification: The bidder shall notify GPF of any planned downtime or
scheduledyunavailability of internet services at least 48 hours in advance. The notification
must include the reason for the downtime, the expected duration, and any potential impact
on services.

Maintenance Approval: The Bidder shall obtain GPF's approval before carrying out any
enhancements or maintenance on the internet, datalink, E1 services or network equipment.

Incident Log Maintenance: The bidder shall maintain an incident log, document all
performed activities, and record the action taken on a regular basis.
53]
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o GPF will evaluate such bidder service and support criteria as responsiveness, quality of
service, implementation support, post-implementation support, warranty, quality of training
provided, and documentation. Bidder must provide information on these factors in the form
of a matrix supported by relevant documentation, or any relevant format.

o If any supplied hardware has unresolvable vulnerabilities/issues, GPF may require the
Bidder to replace it with the latest version or an alternative of equal or higher specifications
within seven (7) days, at no additional cost to GPF.

8.1 Equipment Failure:

N\

o In the event of the Bidder determining that it is necessary to move the equipment or part
thereof to the Bidder’s facility in order to repair or reconditions the Bidder shall lend to the
GPF same make/type equipment while the GPF’sg€quipment is being serviced. The
defective item is to be returned to the GPF after repait'within seven (7) days & the bidder is
responsible for providing replacement within2 hours &y

o If the Bidder fails to return equipment in working order after seven days, the Bidder shall
replace the loaner. Item by a new one tA:egempliance with the GPF standard.

9 Bidder Responsibilities: S

Government Approvals: The bidder, shall/be responsible for preparing and providing all necessary
paperwork, approvals, and arrangements with the Ministry of Communications (MOC)/ CITRA,
and other relevant governmentalministries.

Bandwidth Realloeation Th%idder shall reallocate internet bandwidth among the GPF locations
in case of a link failure at any site or any media as per GPF requirement.

Network Equipment: The Bidder shall ensure that the Internet and communication solutions
provided work perfeetly within GPF's environment.

Incident Rectification: The Bidder shall commit to rectifying any Internet Services/Links and Data
Communication Services/Links problem/incident that may arise.

On-Site Support: The Bidder shall provide on-site expert technical support services conducted by
engineers whenever requested by GPF.

Technical Support: The Bidder shall provide expert engineer technical support services whenever
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requested by GPF.

Handover & Coordination: The Bidder shall be fully responsible for taking over all existing
Internet, Data, and ISDN services from the current service provider under the direct supervision of
GPF’s technical team. If additional details or clarifications are required regarding existing Fiber
Optic, ISDN, or any related services, the Bidder shall coordinate directly with the Ministry of
Communication (MOC) and obtain the necessary information on behalf of GPF.

Physical Naming and Labeling: The Bidder shall clearly label all network equipment and provide
a detailed, GPF-approved network diagram outlining connections and backbonﬂ'nfrastructure. This
diagram must be reviewed and updated yearly to ensure accuracy.

Link Quality Assurance: The Bidder shall test and ensure that the inwet links connecting to the
provided routers are of high quality and completely free of any bit errors.

10. Service Continuity in Case of Backjsong¥Refitire

In the event of a complete backbone failure ogany critical issue that remains unresolved for more
than 30 Minutes, the bidder is required to take immediate action to ensure the continuity of GPF’s
operations by: \

o Service Migration: Automatically migrating all GPF services to Second ISP at no additional
cost to GPF. This migration mast'be seamless, with minimal disruption to ongoing operations.

o Notification and Coerdination: Notifying GPF its staff of the situation within 30 minutes,
providing detailed informdtion on the issue and the steps being taken to migrant services.

o Service Restoration:/Once the backbone issue is resolved, the bidder must coordinate with
GPF IT staff to determine the optimal time, typically after GPF off working hours, to revert
services back to thesoriginal ISP network. The reversion of services should only occur after
receiving explieit approval from GPF management.

11. Delivery & Acceptance

o An SLA for Availability, penalties and escalation procedures will be defined during the time
of the pre-tender meeting.

o Bidder should provide all the proposed staff resumes & work experience documents.
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New bidder should be responsible for all related transfer issues to migrate from the previous
ISP (Smooth transfer).

Delay penalties will be applied if tests are not successful in the stipulated period or any
delays in installing or testing time.

The offer should clearly define the test methods to be used to test each phase of the project.

Short description of all tests is required. Lack of such information can be‘enough to reject an

offer.
\

12. Service Level Agreement (SLA)

The Bidder shall provide a list of contacts details with atdeast :%scalation levels.

SLA (Service Level Agreement) between GPE.and Biddéer Shall be drawn to include but
NOT limited to clauses of this contract.

The Bidder shall take the following steps in case of any problem occurred for Internet
services or data Links:

— After placing a call to the Bidder helﬂesk, helpdesk ticket number shall be sent to
GPF’s Technical team byfémailwithin 5 minutes after placing the call.

— The Bidder shall take imamediaté action to resolve the problem.

— GPF’s Technical team shall be also notified by phone/email/SMS in case of any problem
occurred.

— Hourlyg@ports shall be sent to the GPF’s Technical team as long as the problem is not
resolved.

— N0 call/ticket shall be closed unless verified by GPF’s Technical team.

— Afterfixing a problem, a fault report shall be prepared by the Bidder and submitted to
GPF technical team. The report shall incorporate a ticket number, the type of problem,
date and time when the problem was reported, data and time of resolving the fault, and
how the fault was resolved.

Any failure, outage, defect or a problem in the services provided for GPF is considered critical and
the bidder shall immediately fix or replace faulty hardware and/or software.
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Part 1: Provision and Operation of Internet, Data Link & E1 Services
. Price for | @beds slg! &)k
# Description Qty 1 Year Al i
1 Internet Link 2_00Mbps at Seif Palace Tec Exchange with 1 4312026
DDOS protection
Internet Link 200Mbps at Twin Tower SKB Exchange
2. with DDOS protection N\ 1 16/12/2026
Primary 10 G WAN Link Between Seif Palace &/fawin
3. | Tower Data Link dedicated pair of fiberfrem Tec 1 4/3/2026
Exchange
Secondary 10 G WAN Link Between'Seif Ralace & Twin
4. | Tower Data Link dedicated pair@ffiber from SKB 1 16/12/2026
Exchange
5 5G SIM Cards with Standalong'fouters consumption of 35 4/3/2026
" | 1TB monthly (5 New)
6. | Disaster Recovery fonDNS 1 4/3/2026
7. | ISDN MuItipIexer/ServiceE\rrying Switch 1 4/3/2026
8. | Carrying ISDN with 1000DID’s 1 4/3/2026
9. | Monitoring Teol 1 4/3/2026
_ ) _ _ 2 A. (2X) 4/3/2026
10.| Switches with"P Services for WAN - datalink (Leased)
2 B. (2X) 16/12/2026
11.| Switches for internet service (Leased) 1 New
1 A. (1X) 4/3/2026
12.| Internet Routers (Leased) )
1 B. (1X) 16/12/2026

Total Price for 1 Year

Total Price for 3 Years
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Part 2: Provision of Secondary (Backup) Internet Service
# Description Qty Price for 1 Year
1. | Internet Link 200Mbps at Seif Palace SKB Exchange
: _ X 1
with DDOS protection *
2 | Internet Link 200Mbps at Twin Tower TEC Exchange &1
with DDOS protection
Laying One (1) Pair Single Mode Fiber link'from SI@
3 | MOC exchange to Seif Palace, and required ite One
Survey, Civil work, Rental, Patching,&Internal Pair
Extensions till Data Center
Laying One (1) Pair Single Mode Fiberﬁk from Tec
4. | MOC exchange to Twin Tower, and required Site One
Survey, Civil work, Rental;"Patching/& Internal Pair
Extensions till Data"Center
5. | switches for.internet se}/ice (Leased) 1
6. | Internet Routers (leased) 2
7. | Disaster Recovery for DNS 1
Total Price for 1 Year
Total Price for 3 Years
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