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1. Project Description

Center for Research and Studies on Kuwait (CRSK) is located at Sharg.sWe have a
datacenter (DC) located on one of the floors hosting all services. CRSK is seeking a
new switching solution to replace existing outdated Cisco Catalyst Switches.
Furthermore, CRSK needs to purchase a new_network menitorin® solution from the
same brand of switches to monitor the netwaork. All existing8ystems should remain
operational during the migration phase to avoid service interruption and impact on
CRSK business operation. 4

2. Bidder Qualifications
The specifications below are the,qualificationsequirements which the bidder should
meet otherwise disqualified:
e The bidder must be registered with the Central Agency of Information
Technology (CAIT) Computer Networks.
e The bidder must be registered with the Communication and Information
TechnologyRegulatory Authority (CITRA).
e The biddermustibe Cisco GOLD partner in Kuwait.
e The bidder must have 1x CCIE DC certified engineer on the company payroll
with civil ID included on the submittal.
e The bidder must have a 1x CCIE Security certified engineer on the company
payroll with civil ID included on the submittal.
e The bidder must be a known system integrator for minimum of five years in
Kuwait.
e The biddermust assign a project manager to this project.
e Subcontracting is not allowed.
e The bidder must be certified ISO 22301:2019, 20000-1:2018, 27001:2013 and
45001:2018.

[37]
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3. RFP Requirements
The below specifications are the requirements, and the bidder should meet or
exceed these requirements. This RFP scope of work includes:
e Prepare an implementation plan for approval.
e All items proposed must be manufactured originally, not refurbished, reused,
or gray market.
e The technical proposal must be submitted with detailed information about
proposed items.
e Delivery duration is 3 months for all items and deployment duration is 1
month.
e Fix any software issue during the whale project period which is Three Years.
All licenses and services offered with Three Years vgndors support services.
e The winning bidder will provide semi-annual preventive maintenance during
the whole project duration. Any delay in this activity will be escalated to the
upper management level.
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Core Switches (Qty: 2)
Item .. Comply
Description
No P (Yes/No)
1. The switch must be US or Europe manufactured.
2. The modular switching platform is built for security, 10T and cloud. N
Provide the ability to automate the process of upgrading software
3. images and installing configuration files on the switches when they are
being deployed in the network for the first time.
Supports a wide range of automation features and provides robust
4 open APIs over NETCONF and RESTconf using YANG data models
) for external tools, both off-the-shelf and custom-bdilt, so can
automatically provision network resources. S
5 Supports modern fabric technologies:such as VXLAN with BGP-EVPN
) control plane, with open APIs.
6 Have the hardware support to cennect a Bluetooth dongle to the switch
) to use this wireless interface as a management port.
7 Have an embedded RFEID tag™which4facilitates easy asset and
) inventory management using commercial RFID readers.
g Supports a blue beacon LED which allows easy identification of the
' switch being accessed.
9 Supports IP unicast, routing proetocols» (static, RIPv1l, RIPv2, EIGRP,
) RIPng, and,OSPF Routed Aecess).
10 Supports MPLS which cembines the performance and capabilities of
" | Layer2sswitehingywith the proven scalability of Layer 3 routing.
11. | Shall'enable 480 Gbp§on each slot.
12. | Includes four power supply bays.
13. | Should not exceed 6 rack unit form factor.
14. | Supports 1/10/25/40/100G Interfaces from day one.
15. | Eguipped with dual 3200W AC Power Supply.
16. | Equipped with 48-Port 10 Gigabit Ethernet (SFP+) Line Card.
17. | Equipped.with 48-Port UPOE with 24-Port mGig 24-Port RJ-45 Card.
A next-generation supervisor engine optimized for the enterprise-class
18. | core and aggregation layers, supporting up to 480 Gbps per slot with
100G uplinks and up to 9.6 Thps capacity.
19. | The supervisor engine includes 4x 40/100GE and 4x 10/25GE ports.

39]
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Item . . Comply
No Description (Yes/No)

Supervisor engine hardware capable of supporting advanced routing
20 and infrastructure services such as MPLS; software-defined access

" | control and border capabilities (such as host-tracking database, cross-
domain connectivity, and VRF-aware LISP).

Switch licensed for Al-driven features, such as Al Network Analytics

21. and Al Endpoint Analytics.

22. | Switch licensed for stacking service from day one.

23. | 3-Years Vendor Direct Support and License.
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Access Switches (Qty: 10)
Type 1
Item . . Comply
Description
No P (Yes/No)
1. The switch must be US or Europe manufactured.
2. The switch must be from the same brand of core switches.
3 Provides security features that protect the integrity of the hardware as \
) well as the software and all data that flows through the switch.
4, Advanced telemetry and visibility Full Flexible NetFlow, EEM.
Layer 2, Static Routing, Routed Access (RIP, EIGRP Stub, OSPF -—
5 1000 routes), PBR, PIM Stub Multicast (1Q00 routes), PVLAN, RP,
) PBR, CDP, QoS, FHS, 802.1X, MACsee2128, CoPP, SXP, IP SLA
Responder, and SSO.
Advanced IP unicast routing protocols (including Full,jJOSPF], EIGRP,
6 and 1S-ISv4) supported for load balancing and far constructing scalable
) LANs. Ipv6 routing (using OSPFv3 and EIGRPV6) is supported in
hardware for maximum performance.
7. NETCONF, RESTCONF, YANG, PnR Agent, and PnP.
8. Model-driven telemetry, sampled NetEloWi'SPAN, and RSPAN.
9. Supports connecting a Bluetooth dongle to the switch.
10 Have an embedded RFID tag that facilitates easy asset and inventory
" | management using'eommercial RFID readers.
Offers Gigabit Ethernet,speeds with intélligent services that keep traffic
flowing smoothly, even at 20 times the normal network speed. Industry-
11. | leadingssmechanisms /or cross-stack marking, classification, and
scheduling deliver 'sdperior performance for data, voice, and video
traffic at wire speed.
Switch-port  auto-recovery (“err-disable” recovery) automatically
12. | attempts to reactivate a link that is disabled because of a network
error.
13. |'24x40/100/1000 RJ45 PoE+ Interfaces.
14. | 4x 1/20G SFP/SEP+ Ports.
15. | 128 Ghps Switching Capacity.
16. | 95.23 Mpps Forwarding Rate.
17. | 80 Gbps Stacking Bandwidth.
18. | 2 GB DRAM.
19. | 4 GB Flash.
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4 )
Item Description Comply
No (Yes/No)
20. | 9198 bytes Jumbo Frames.
21. | 16,000 MAC addresses.
22. | 1x 600W AC Power Supply.
23. | 370W PoE Budget.
24. | Supports internal secondary AC power supply.
25. | 3-Years Vendor Direct Support and License. \

\.
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4 )
Access Switch (Qty: 1)
Type 2
Item .. Comply
Description
No P (Yes/No)
1. The switch must be US or Europe manufactured.
2. The switch must be from the same brand of core switches. N
3 Provides security features that protect the integrity of the hardware as
) well as the software and all data that flows through the switch.
4, Advanced telemetry and visibility Full Flexible NetFlow, EEM.
Layer 2, Static Routing, Routed Access (RIP, EIGRP/Stub, OSPF -—
5 1000 routes), PBR, PIM Stub Multicast (1000 woutes), PVLAN, VRRP,
) PBR, CDP, QoS, FHS, 802.1X, MACsec-128; CoPP,«SXP, IP SLA
Responder, and SSO. S
Advanced IP unicast routing protocols (including Full [OSPF], EIGRP,
6 and 1S-1Sv4) supported for load balancing, and for constructing scalable
) LANs. Ipv6 routing (using OSPEv3 and“EIGRPV6) is supported in
hardware for maximum perfermance:
7. NETCONF, RESTCONF, YANG, PnP. Agént, and PnP.
8. Model-driven telemetry, sampled NetFlow, SPAN, and RSPAN.
9. Supports connecting a Blueteoth dongle to the switch.
10 Have an embedded"RFID tag that facilitates easy asset and inventory
" | managemént using commercial RFID readers.
Offers Gigabit'Ethernet speeds with intelligent services that keep traffic
flowing'smoaothly, eve&at 10 times the normal network speed. Industry-
11. |leading mechanisms™®for cross-stack marking, classification, and
scheduling deliver superior performance for data, voice, and video
traffic at wire speed.
Switchéport auto-recovery (“err-disable” recovery) automatically
12. |(attempts to reactivate a link that is disabled because of a network
error.
13. | 48x 10/100/1000RJ45 PoE+ Interfaces.
14. | 4x 1/10G SFPISFP+ Ports.
15. | 176 Gbps Switching Capacity.
16. | 130.95 Mpps Forwarding Rate.
17. | 80 Gbps Stacking Bandwidth.
18. | 2 GB DRAM.
43]
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4 )
Item Description Comply
No (Yes/No)
19. | 4 GB Flash.
20. | 9198 bytes Jumbo Frames.
21. | 16,000 MAC addresses.
22. | 1x 1000W AC Power Supply.
23. | 740W PoE Budget.
24. | Supports internal secondary AC power supply. \
25. | 3-Years Vendor Direct Support and License.
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Management Switches (Qty: 2)
Item .. Comply
Description

No P (Yes/No)

1. The switch must be US or Europe manufactured.

2. The switch should be from the same brand of access switches. N

3 Provides security features that protect the integrity of the hardware as

) well as the software and all data that flows through the switch.

4, Advanced telemetry and visibility Full Flexible NetFlow, EEM.

Layer 2, Static Routing, Routed Access (RIP, EIGRP/Stub, OSPF -—

5 1000 routes), PBR, PIM Stub Multicast (1000 woutes), PVLAN, VRRP,

) PBR, CDP, QoS, FHS, 802.1X, MACsec-128; CoPP,«SXP, IP SLA
Responder, and SSO. S
Advanced IP unicast routing protocols (including Full [OSPF], EIGRP,
6 and 1S-1Sv4) supported for load balancing, and for constructing scalable
) LANs. Ipv6 routing (using OSPEv3 and“EIGRPV6) is supported in
hardware for maximum perfermance:

7. NETCONF, RESTCONF, YANG, PnP. Agént, and PnP.

8. Model-driven telemetry, sampled NetFlow, SPAN, and RSPAN.

9. Supports connecting a Blueteoth dongle to the switch.

10 Have an embedded"RFID tag that facilitates easy asset and inventory

" | managemént using commercial RFID readers.
Offers GigabitiEthernet speeds with intelligent services that keep traffic
flowing'smoaothly, eve&at 10 times the normal network speed. Industry-

11. |leading mechanisms™®for cross-stack marking, classification, and
scheduling deliver superior performance for data, voice, and video
traffic at wire speed.

Switchéport auto-recovery (“err-disable” recovery) automatically

12. |(attempts to reactivate a link that is disabled because of a network
error.

13. | 24x 10/100/10004RJ45 Interfaces.

14. | 4x 1/10G SFPISFP+ Ports.

15. | 128 Gbps Switching Capacity.

16. | 95.23 Mpps Forwarding Rate.

17. | 80 Gbps Stacking Bandwidth.

18. | 2 GB DRAM.
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Item Description Comply
No (Yes/No)
19. | 4 GB Flash.
20. | 9198 bytes Jumbo Frames.
21. | 16,000 MAC addresses.
22. | 1x 125W AC Power Supply.
23. | Supports internal secondary AC power supply.
24. | 3-Years Vendor Direct Support and License. \
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4 )
Transceiver Optics (Qty: 56)
Item .. Comply

No Description (Yes/No)
1 4x 100G and 40GBASE SR-BiDi QSFP Transceiver, LC, 100m OM4
MMF
2. 48x 10GBASE-SR SFP Module N
3 4x 1000BASE-SX SFP transceiver module, MMF, 850nm, DOM
Network Management Solution (Qty: 1)
Item . . Comply
No Description (Yes/No)
1 Provides a single dashboard for every fundamental management task
) to simplify running the network,
2 Define user and device profiles that facilitate highly secure access and
) network segmentation based,on business needs.
3 Use policy-based automation to deliveris@rvices to the network based
) on business priority and to simplify device deployment.
Enable every_point on the network to become a sensor, sending
4, continuous streaming telemetry on application performance and user
connectivity in real time.
5 Automatically discovers and maps network devices to a physical
) topology with detailed device-level data.
6. Must'be from'the samg brand of switches not third party.
Retrieves and saves details, such as host IP addresses, MAC
7. addresses, and/ network attachment points, about devices in its
database.
g Supports 5000°total network devices, 1000 switches and routers, 4000
) access points, and 25,000 endpoints (concurrent).
9 Supports complete backup and restore of the entire database for
) added protections
10 Allows,to manage the network in a hierarchical fashion by adding areas
| and buildings on a geospatial map.
11 Manage software upgrades and controls the consistency of image
" | versions and configurations across the network.
12 Allow network operators to quickly assess the devices that do not
" | adhere to corporate standards.
[47]
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4 )
Item Description Comply
No P (Yes/No)
13 Tag network devices to associate devices that share a common

| attribute.
14 Provides the ability to compare any two device configuration versions
" | in avery visual manner.
15 Auto-resolve open ticket numbers in ServiceNow and other ITSM
" | platforms.
16 Allows policies to be assigned to applications based on business
" | relevance. \
17 Provides a general overview of the health of all applications on_thée
" | network.
18 Visualize the path of an application or service from the_client thitough
" | all devices and to the server.
Offers a set of pre-canned reports that can be generated In several
19. | formats and have flexible scheduling and configura@n options to
customize the operational needs.
20 Allow the operator to see device oryclient perfermance in a timeline
" | view to understand the network state when an issue occurred.
21 It can be deployed in virtualized or cloud environments such as
" | VMware ESXi and AWS,
22. | 3-Years Vendor Direct Support and License.
\
48]
\ clholl axda e1dgig ais [l )




2153981 ulmd Aolad! Z3Le S
Council of Ministers General Secretariat
Stateé of Kuwait [ 35! d39o

\
g Slwsadl Jgda[ ]
Aiad| O laolably bog weid) Al xS (2026/2025 - 4) pdy Aok duybiw
Cilophad! Lol Aoy 23 Felinil i ool 33
AaSad) Ol yullg Srpd 32
\
. Unit Price (KWD) | Total Price (KWD)
Description Qty
Fils Dinar Fils Dinar
Core Switches )
oty 3t blas g0 N

Access Switches — Type 1 10

(s o) ey &St bolis g0
Access Switch — Type 2 1 N

(QWI gol) dueyd &St blES §90

Management Switches 5
(,_5,)")! &S.uz blas @yo

Transceiver Optics 56
&5 g, LT EMlo 90

Network Management System 1
Al adlye pllas

Total
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